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1. GIOI THIEU

1.1. Muc dich tai liéu
Tai liéu cung cp dic ta ky thuat ciia két ndi hé thong TOKEN VNPAY danh cho
Merchant TMDT.

1.2. Pham vi tai liéu
Mo ta ngan gon M6 hinh két ndi, so @6 tuan ty, cac ham API cia cac nghiép vu lién

quan tdi viéc két noi gitra hai hé thong.

1.3. Pinh nghia thuit ngir va cac tir viét tat
Thuat ngir Dinh nghia Ghi chd

TMDT Thuong mai dién tir

VnPayment Cong thanh todan VNPAY

Merchant Don vi chap nhan the

AP Giao dién két noi C,Ié merchant c6 thé tuong
tac duge voi hé thong cia VNPAY
Ma st dung dé kiém tra su toan ven cua dit
liéu. Puoc tao ra bé“mg cach sir dung ham

Checksum bam, hash chudi dit liéu duoc sip xép theo
thtr ty bang chir cai (cac truong Tuy chon,
néu dir liéu trong thi s& bo qua). Xem 2.7.3.

oTP Mat khau xéac thuc cho giao dich (One Time

Password)

Bang 1: Thuit ngir va dinh nghia
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2. MO HINH KET NOI VA PAC TA DU LIEU TRAO POI CAC API
2.1. M6 hinh két ndi

Http Redirect o \\:

SSL

0

§ ﬂ

Payment Token

Web /App

2.1.1. M@ ta quy trinh tao méi Token

4 >

———4

Ngan hang
Payment Tokst

- Khach hang vao Website/App TMDT va chon luu thong tin thé thanh todn qua
VNPAY.

4

Khach hang

- Website/App TMBDT guri thong tin yéu cau luu trit thong tin thé thanh toan cua khach
hang sang VNPAY. Thong tin guri sang theo dac ta k¥ thuat cua tai li¢u nay.
- Khéch hang nhap thong tin x4c thyc tai khoan Ngan hang tai VNPAY. Tai day, khach
hang s& bi trir tam 1 khoan tién xac thuc nhét dinh, va dugc hoan lai cho khach hang.
- Sau khi khach hang xéc thyc thong tin thé thanh cong, VNPAY s& xur 1y va tra lai két
qua cho Website/App TMDT qua 2 duong:
o Redirect tryc tiép két qua vé duong dan ma Website/App TMBT da gui trong
request yéu cau luu trir thong tin the.
o IPN Url (server call server).
- Website/App TMBT thong bao két qua thanh toan toi khach hang.
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2.1.2. M0 ta quy trinh thanh toan Token

4 >

"

Ngan hang
Payment Tok&

- Khéch hang vao Website/App TMDT va chon thanh todn véi thong tin thé da luu qua
VNPAY.
- Website/App TMBT giri thong tin yéu cau thanh toan sang VNPAY. Thong tin giri

4

Khach hang

sang theo dac ta ky thuat cua tai liéu nay.
- Khach hang nhap thong tin xac thyc OTP Ngan hang tai VNPAY.
- Sau khi khach hang xéc thyc thong tin giao dich, VNPAY s& xir 1y va tra lai két qua
cho Website/App TMDT qua 2 duong:
o Redirect truc tiép két qua vé duong din ma Website/App TMDT da giii trong
request yéu cau luu trit thong tin thé.
o IPN Url (server call server).
- Website/App TMDT thong bo két qua thanh toan t6i khach hang.

2.2. Pic ta dir liéu trao ddi

2.2.1. Kiéu dir liéu

Kiéu dir liéu M6 ta

Alpha Dit liéu kiéu chudi, chi bao gdm cac ky tu in hoa (A-Z),
thuong (a-z)

Numeric Dit liéu kiéu s, chi bao gdm céc ky tu s6(0-9)

Alphanumeric Dit liéu kiéu sb, bao gdbm cac ky ty in hoa, thuong, ky tu sd
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2.2.2. Céc truong thong tin trao doi

Tén tham so

Mo ta

Bit budc/Tuy chon Kiéu dit liéu Min,Max Vidu

2.3. Tao Token (vnp_command = token_create)

2.3.1. So do tuan ty

dang nhap web/ap
gufi yéu cau tao token———p»

KH nhép thong tin thé

\4

guti yéu cau xac thuc thong tin thé

< — — phan hai két qua xac thuc théng tin thé — —

KH nhép OTP:

guri yéu cau xac thuc OT

G —————— phan hoi két qua— — — — — — —

2.3.2. Yéu cautao Token (vnp_command = token_create)

2.3.2.1. Merchant giri VNPAY

vnp_version

Phién ban api ma merchant két ndi. Phién ban hién tai 13 2.1.0

Bit budc Alphanumeric 1,8 2.1.0

Cong ty c6 phan Giai phap thanh toan Viét nam 9/34



Tai lidu dic ta k§ thuat két néi Merchant TMDT — Hé théng Token VNPAY

v2.1.0

vnp_command

Ma API str dung, ma cho giao dich tao token la token_create

Bit budc Alpha 1,16 token_create
vnp_tmn_code

M4 website ctia merchant trén hé thong ciia VNPAY

Bit budc Alphanumeric 8 TOKENO001
vnp_app_user_id

User dang nhap Web/App

Bit budc Alpha 1,255 0001
vnp_bank_code

Ma Ngén hang thanh toan

Tuy chon Alpha 3,20 VISA
vnp_locale

Ngon ngir thanh toan. Hién tai hd trg 2 ngdn ngir: Tiéng Viét (vn) va Tiéng Anh (en)

Tuy chon Alpha 2 vn
vnp_card _type

Loai thé Noi dia/Qudc té tuong tmg 01/02.

Bit budc Numeric 2 01

Cong ty c6 phan Giai phap thanh toan Viét nam
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vnp_txn_ref

M tham chiéu cua giao dich tai hé thong ctia merchant. M nay 1a duy nhit dung dé

phan biét cac don hang giri sang VNPAY. Khong dugc trung 1ap trong ngay

Bit budc Alphanumeric 1,100 VNPAY123
vnp_txn_desc

Thong tin mo6 ta ndi dung thanh toan

Bit budc Alphanumeric 1,255 Tao moi token

vnp_return_url

Dia chi tra vé khi khach hang thyc hién tao token xong

Bit budc Alphanumeric 10,255 https://example.com/return
vnp_cancel_url

Pia chi tra vé khi khach hang thyuc hién cancel

Tuy chon Alphanumeric 10,255 https://example.com/cancel
vnp_ip_addr

Dia chi IP cua khach hang thyc hién giao dich.

Bit bude Alphanumeric 7,45 123.123.123.123

vnp_create_date

Thoi gian ghi nhén giao dich tai website cia merchant GMT+7, dinh dang:

yyyyMMddHHmMmss
Bit budc Numeric 14 20190702080900
Cong ty c6 phan Giai phap thanh toan Viét nam 11/34
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vnp_secure_hash

M3 kiém tra (checksum) dé dam bao dit liéu cua giao dich khong bi thay di trong qua
trinh chuyén tir VNPAY vé merchant. Viéc tao ra ma nay phu thude vao cAu hinh cua

merchant va phién ban api sir dung. Phién ban hién tai hd tro HMACSHA512.

Bit budc Alphanumeric 32,256 2a4122da10009f0977ed1a8fa92ec33e

2.3.2.2. Thong tin nhdn vé tir VNPAY

vnp_app_user_id

User dang nhap Web/App

Bit budc Alphanumeric 1,255 0001

vnp_token

Token do h¢ thong VNPAY sinh ra

Tuy Alphanumeric 64 1001552464969RLrBoOOFOO0000061Jyr830X3
chon 4tLKKJACBvVOaPii6WUXMDCzzv0n

vnp_card_number

S thé thanh toan da dugc masking

Tuy chon Numeric 15,19 400000xxxxxxxx0002

vnp_command

Ma API str dung, ma cho giao dich tao token la token_create

Bit budc Alpha 1,16 token_create

Cong ty c6 phan Giai phap thanh toan Viét nam 12/34
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vnp_tmn_code

M3 website ciia merchant trén hé théng cia VNPAY

Bit budc Alphanumeric

TOKENO001

vnp_response_code

tat ca cac APL Tham khao thém tai bang ma 15i

M3 phan hdi két qua tao token. Quy dinh ma tra 151 00 ting véi két qua Thanh cong cho

Bit budc Numeric

00

vnp_txn_ref

M3 tham chiéu cua giao dich tai hé thong cia merchant. Ma nay 1a duy nhéat dung dé

phan biét cac don hang gui sang VNPAY. Khong dugc trung 1dp trong ngay

Bit budc Alphanumeric 1,100 VNPAY123
vnp_txn_desc
Thong tin mo ta ndi dung thanh toan
Bit budc Alphanumeric 1,255 Tao moi token
vnp_transaction_no
Ma giao dich tai VNPAY
Tuy chon Alpha 3,18 13157741
vnp_card_type
Loai thé
Tuy chon Numeric 2 01
Cong ty c6 phan Giai phap thanh toan Viét nam 13/34
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vnp_bank_code
Ma& Ngéan hang thanh toan
Tuy chon Alpha 3,20 VISA
vnp_bank_tran_no
Ma giao dich tai Ngan hang
Tuy chon Alpha 3,255 20190702055902

vnp_transaction_status

Tinh trang cua giao dich tai Céng thanh toan VNPAY. Xem thém tai muc 2.6.2
- 00: Giao dich thanh toan dugc thuc hién thanh congtai VNPAY
- Khéc 00: Giao dich khong thanh cong tai VNPAY

Bit budc

Numeric

00

vnp_pay_date

Thoi gian ghi nhan giao dich tai VNPAY GMT+7, dinh dang: yyyyMMddHHmmss

Bit budc

Numeric

14

20190702055902

vnp_securehash

Ma kiém tra (checksum) dé dam bao dit liéu cuia giao dich khong bi thay ddi trong qué
trinh chuyén tir VNPAY vé merchant. Viéc tao ra ma nay phu thudc vao cu hinh cua
merchant va phién ban api st dung. Phién ban hién tai hd trg HMACSHAS512. Quy tic

va Phuong thirc str dung gidng voi bude merchant giri sang VNPAY

Bit budc

Alphanumeric 32,256

2a4f22da10009f0977ed1a8fa92ec33e

Cong ty c6 phan Giai phap thanh toan Viét nam
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v2.1.0

2.4. Thanh toan va tao token (vnp_command = pay_and_create)

2.4.1. So do tuan ty

dang nhap web/ap
gUri yéu cau tao token——————p

KH nhép thong tin the

\

KH nhép OTP-

guti yéu cau xac thuc thong tin thé

< — — phan hoi két qua xac thyc théng tin thé — —

gufi yéu cau xac thuc OT!|

< £ —F——- phan hoi két qua— — — — — — —

2.4.2. Yéu ciu thanh toan va tao token (vnp_command = pay_and_create)
2.4.2.1. Merchant giri VNPAY

vnp_version

Phién ban api ma merchant két ndi. Phién ban hién tai 14 2.1.0

Bit budc

Alphanumeric

1,8

2.10

vnp_command

Ma API str dung, ma cho giao dich thanh toan va tao token la pay_and_create

Bit budc

Alpha

1,16

pay_and_create

Cong ty c6 phan Giai phap thanh toan Viét nam
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vnp_tmn_code
M4 website ctiia merchant trén hé thong cia VNPAY
Bit budc Alphanumeric 8 TOKENO001
vnp_app_user_id
User dang nhap Web/App
Bit budc Alpha 1,255 0001
vnp_bank_code
Ma& Ngéan hang thanh toan
Tuy chon Alpha 3,20 VISA
vnp_locale

Ngon ngit thanh toan. Hién tai hé tro' 2 ngdn ngir:

Tiéng Viét (vn) va Tiéng Anh (en)

Tuy chon Alpha 2 vn
vnp_card_type

Loai thé Noi dia/Qudc té twong tng 01/02.

Bit budc Numeric 2 01
vnp_txn_ref

Mai tham chiéu cta giao dich tai hé thong ctia merchant. Ma nay 13 duy nhat dung dé

phén biét cac don hang gui sang VNPAY. Khong dugc trung 1dp trong ngay

Bit budc

Alphanumeric

1,100

VNPAY123

Cong ty c6 phan Giai phap thanh toan Viét nam
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vnp_amount

S6 tién thanh toan. S6 tién khong mang cac ky tu phan tach thap phan, phan nghin, ky tur
tién t&. D& giri s6 tién thanh toan 1a 10,000 VND (mudi nghin VND) thi merchant can
nhan thém 100 1an (khtr phan thap phan), sau d6 gii sang VNPAY 1a: 1000000

Bit budc Numeric 1,12 1000000
vnp_curr_code

Pon vj tién té sir dung thanh toan. Hién tai chi hd trg VND

Bit budc Alpha 3 VND
vnp_txn_desc

Thong tin mo ta ndi dung thanh toan

Bit budc Alphanumeric 1,255 Tao moi token

vnp_return_url

bia chi tra vé khi khach hang thuc hién tao token xong

Bit budc Alphanumeric 10,255 https://example.com/return
vnp_cancel_url

Dia chi tra vé khi khach hang thyc hi¢n cancel

Tuy chon Alphanumeric 10,255 https://example.com/cancel
vnp_ip_addr

bia chi IP ctua khach hang thuc hién giao dich.

Bit budc Alphanumeric 7,45 123.123.123.123

Cong ty c6 phan Giai phap thanh toan Viét nam
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vnp_create_date

Thoi gian ghi nhéan giao dich tai website ctia merchant GMT+7, dinh dang:
yyyyMMddHHmMmss

Bit budc Numeric 14 20190702080900

vnp_store_token

Luu lai token hay khong. Mac dinh 1a c¢6 luu token sau thanh toan thanh céng.

Tuy chon Numeric 1 1

vnp_secure_hash

Mi kiém tra (checksum) dé dam bao dir liéu ciia giao dich khong bi thay do6i trong qua
trinh chuyén tir VNPAY vé merchant. Viée tao ra mé nay phu thudc vao cAu hinh cta

merchant va phién ban api sir dung. Phién ban hién tai hd tro HMACSHA512.

Bit budc Alphanumeric 32,256 2a4f22da10009f0977ed1a8fa92ec33e

2.4.2.2. Thong tin nhan vé tir VNPAY

vnp_app_user_id

User dang nhap Web/App

Bit budc Alphanumeric 1,255 0001

vnp_token

Token do hé thong VNPAY sinh ra

Tuy Alphanumeric 64 1001552464969RLrBoOOFOOO00061Jyr830X3
chon 4tLKKJACBvVOaPii6WUXMDCzzv0n
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v2.1.0

vnp_card_number

S6 thé thanh toan di duoc masking

Tuy chon

Numeric

15,19

400000xxxxxxxx0002

vnp_command

Ma API str dung, ma cho giao dich thanh toan va tao token la pay_and_create

Bit budc

Alpha

1,16

pay and_create

vnp_tmn_code

M3 website clia merchant trén hé théng cia VNPAY

Bit budc

Alphanumeric

TOKENO001

vnp_response_code

tat ca cac API Tham khéo thém tai bang ma 15i

Mai phan hoi két qua tao token. Quy dinh ma tra 151 00 ing véi két qua Thanh cong cho

Bit budc

Numeric

00

vnp_txn_ref

M3 tham chiéu cua giao dich tai hé thong ctia merchant. Ma nay 1a duy nhét dung dé

phan biét cac don hang gt sang VNPAY. Khong dugc trung 1ap trong ngay

Bit budc

Alphanumeric

1,100

VNPAY123

Cong ty c6 phan Giai phap thanh toan Viét nam
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v2.1.0

vnp_txn_desc

Thong tin mo6 ta ndi dung thanh toan

Bit budc

Alphanumeric

1,255

Tao moi token

vnp_transaction_no

Ma giao dich tai VNPAY

Tuy chon

Alpha

3,18

13157741

vnp_card_type

Loai thé

Tuy chon

Numeric

01

vnp_bank_code

Ma& Ngéan hang thanh toan

Tuy chon

Alpha

3,20

VISA

vnp_bank_tran_no

Ma giao dich tai Ngan hang

Tuy chon

Alpha

3,255

20190702055902

vnp_transaction_status

Tinh trang cua giao dich tai Cong thanh toan VNPAY. Xem thém tai muc 2.6.2
- 00: Giao dich thanh toan dugc thuc hi¢n thanh cong tai VNPAY
- Khéc 00: Giao dich khong thanh cong tai VNPAY

Bit budc

Numeric

00

Cong ty c6 phan Giai phap thanh toan Viét nam
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vnp_amount

S tién thanh toan. S tién khong mang cac ky tu phéan tach thap phan, phan nghin, ky tu
tién t&. Dé giri s tién thanh toan 1a 10,000 VND (muoi nghin VND) thi merchant can
nhan thém 100 1an (khtr phan thap phén), sau d6 giri sang VNPAY 1a: 1000000

Bit budc Bit budc Bit budc Bit budc

vnp_curr_code

Pon vj tién té sir dung thanh toan. Hién tai chi hd trg VND

Bit budc Alpha 3 VND

vnp_pay_date

Thoi gian ghi nhan giao dich tai VNPAY GMT+7, dinh dang: yyyyMMddHHmMmss

Bit budc Numeric 14 20190702055902

vnp_secure_hash

Mi kiém tra (checksum) dé dam bao dit liéu cuia giao dich khong bi thay ddi trong qué
trinh chuyén tr VNPAY vé merchant. Viéc tao ra mi nay phu thude vao cAu hinh cua
merchant va phién ban api str dung. Phién ban hién tai hd trg HMACSHAS512. Quy tic

va Phuong thirc sir dung giéng voi budc merchant giri sang VNPAY

Bit budc Alphanumeric 32,256 2a4f22da10009f0977ed1a8fa92ec33e
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2.5.  Thanh toan biang Token (vhp_command = token_pay)

2.5.1. So do tuan ty

dang nhap va chon token thanh toan

gufi yéu cau thanh toan bang token

yéu cau xac thuc

<~ —————hién thj man hinh nhap OTP-— —— — — —

nhéap OTP

yéu cau xac thyc OTP-

2.5.2. Yéu cau thanh toan biang Token (vnp_command = token_pay)

2.5.2.1. Merchant gii VNPAY

vnp_version

Phién ban api ma merchant két ndi. Phién ban hién tai 1 2.1.0

Bit budc Alphanumeric 1,8 2.1.0

vnp_command

Ma API str dung, ma cho giao dich thanh toan la token_pay

Bit budc Alpha 1,16 token_pay
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vnp_tmn_code

M3 website ciia merchant trén hé théng cia VNPAY

Bit budc Alphanumeric 8 VNPAY001

vnp_txn_ref

M tham chiéu cua giao dich tai hé thong ctiia merchant. M nay 1a duynhit dung dé

phan bi¢t cac don hang giri sang VNPAY. Khong duogc trung 1ap trong ngay

Bit budc Alphanumeric 1,100 VNPAY123

vnp_app_user_id

User dang nhap Web/App
Bit budc Alphanumeric 1,255 0001
vnp_token

Ma token thyc hién giao dich thanh toan

Bit Alphanumeric 64 1001552464969RLrBoOOFOO000061Jyr830X3
budc 4tLKKJACBvVOaPii6WUXMDCzzv0n
vnp_amount

S tién thanh toan. S tién khong mang cac ky tu phéan tach thap phan, phan nghin, ky tu
tién t&. D& giri s6 tién thanh toan 14 10,000 VND (mudi nghin VND) thi merchant can
nhan thém 100 1an (khir phan thap phan), sau d6 giri sang VNPAY 1a: 1000000

Bit budc Numeric 1,12 1000000
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vnp_curr_code

Pon vi tién té sit dung thanh toan. Hién tai chi hd tro VND

Bit budc Alpha 3 VND
vnp_txn_desc

Thong tin mo6 ta ndi dung thanh toan

Bit budc Alphanumeric 1,255 Nap 100K cho so

dien thoai
0934998386

vnp_create_date

Thoi gian phat sinh request (Request Date) GMT+7, dinh dang: yyyyMMddHHmmss

Bit budc Numeric 14 20190702080900
vnp_ip_addr

Dia chi IP ctia khach hang thuc hién giao dich.

Bit budc Alphanumeric 7,45 123.123.123.123
vnp_locale

Ngbn ngir thanh toan. Hién tai hd tro 2 ngdn ngi: Tiéng Viét (vn) va Tiéng Anh (en)

Tuy chon

Alpha

2

vn

vnp_return_url

Dia chi tra vé khi khach hang thyc hi¢n thanh toan xong

Bit budc

Alphanumeric

10,255

https://example.com/return
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vnp_cancel_url

Pia chi tra vé khi khéach hang thyc hi¢n cancel

Tuy chon Alphanumeric 10,255 https://example.com/cacel

vnp_secure_hash

M3 kiém tra (checksum) dé dam bao dir liéu cua giao dich khong bi thay di trong qua
trinh chuyén tir VNPAY vé merchant. Viéc tao ra mé nay phu thuc vao cau hinh cua

merchant va phién ban api str dung. Phién béan hi¢n tai hd tro HMACSHAS512.

Bit budc Alphanumeric 32,256 2a4f22da10009f0977ed1a8fa92ec33e

2.5.2.2. Thong tin nhan vé tir VNPAY

vnp_app_user_id

User dang nhap Web/App
Bit budc Alphanumeric 1,255 0001
vnp_token

Ma token thyuc hién giao dich thanh toan

Bit Alphanumeric 64 1001552464969RLrBoOOFOO0000061Jyr830X3
budc 4tLKKJACBvVOaPii6WUXMDCzzv0n

vnp_card_number

S thé thanh toan da dugc masking

Bit budc Alphanumeric 15,19 400000XXXXXXXX0002
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vnp_command

Ma API stir dung, ma cho giao dich thanh toan la token_pay

Bit budc Alpha

1,16

token_pay

vnp_card_type

Loai thé

Tuy chon Numeric

01

vnp_bank_code

Ma Ngéan hang thanh toan

Tuy chon Alpha

3,20

VISA

vnp_bank_tran_no

Ma giao dich tai Ngan hang

Tuy chon Alpha

3,255

20190702055902

vnp_tmn_code

M3 website ciia merchant trén hé thong cia VNPAY

Bit budc Alphanumeric

TOKENO001

vnp_txn_ref

Ma tham chiéu cua giao dich tai hé théng ctia merchant. M niy do merchant giri sang

khi yéu cau thanh toan. VNPAY gui lai dé merchant cap nhat

Bit budc Alphanumeric

1,100

VNPAY123

Cong ty c6 phan Giai phap thanh toan Viét nam

26/34



Tai lidu dic ta k§ thuat két néi Merchant TMDT — Hé théng Token VNPAY v2.1.0

vnp_txn_desc

Thoéng tin mo6 ta ndi dung thanh toan
Bit budc Alphanumeric 1,255 Nap 100K cho so dien
thoai 0934998386

vnp_amount

S6 tién thanh toan. S6 tién khong mang cac ky tu phan tach thap phan, phan nghin, ky tur
tién t&. P& guri s tién thanh toan 1a 10,000 VND (mudi nghin VND) thi merchant can
nhan thém 100 1an (khir phan thap phan), sau d6 giri sang VNPAY 1a: 1000000

Bit budc Numeric 1,12 1000000

vnp_curr_code

Pon vi tién té sit dung thanh todn. Hién tai chi ho trg VND

Bit budc Alpha 3 VND

vnp_response_code

Ma phan hoi két qua xtr Iy ctia API. Quy dinh ma tra 10i 00 ing vé6i yéu cau querydr
duoc thyuc hién thanh ¢dng. Tham khdao thém tai bang ma 1i.
Chu y: Pay 1a két qua phan hoi cta hé thong. Két qua cua giao dich (thanh cong/ khong

thanh cong) xem thém tai: vnp_transaction_status

Bit budc Numeric 2 00

vnp_pay_date

Thoi gian khach hang thanh todn, ghi nhén tai VNPAY. Dinh dang:
yyyyMMddHHmMmss

Tuy chon Numeric 14 20190702130500
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vnp_transaction_no

Ma giao dich ghi nhan tai hé théng VNPAY

Bit budc

Numeric

1,15

13157741

vnp_transaction_status

Tinh trang cua giao dich tai Céng thanh toan VNPAY. Xem thém tai muc 2.6.2

Bit budc

Numeric

2

00

vnp_secure_hash

Mi kiém tra (checksum) dé dam bao dir liéu ciia giao dich khong bi thay do6i trong qua
trinh chuyén tir VNPAY vé merchant. Viée tao ra mé nay phu thudc vao cAu hinh cta
merchant va phién ban api str dung. Phién ban hién tai hd trg HMACSHAS512. Quy tic

va Phuong thtc st dung giéng véi budc merchant giri sang VNPAY

Bit budc Alphanumeric 32,256

2a4f22da10009f0977ed1a8fa92ec33e
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2.6. Xba Token (vhp_command = token_remove)

2.6.1. So do tuan ty

dang nhap chon token can xéa

glri yéu cau xoa token

glri yéu cau xda toke

****** phan hoi két qua-———— — —

= — phan hoi két qua va hién thi Ién man hinh——

2.6.2. Y@éu cau x6a Token (vhp_command = token_remove)

2.6.2.1. Merchant giri VNPAY

vnp_version

Phién ban api ma merchant kétndi. Phién ban hién tai 1a 2.1.0

Bit budc Alphanumeric 1,8 2.1.0

vnp_command

Mai API sir dung, ma yéu cau xo6a token la token_remove

Bit budc Alpha 1,16 token_remove

vnp_tmn_code

M4 website (Terminal Code) cia merchant trén hé thong cia VNPAY

Bit budc Alphanumeric 8 TOKENO001
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vnp_app_user_id

User dang nhap Web/App

Bit budc

Numeric

1,255

0001

vnp_txn_ref

M tham chiéu cua giao dich tai hé thong ctiia merchant. M nay 1a duynhit dung dé

phan bi¢t cac don hang giri sang VNPAY. Khong duogc trung 1ap trong ngay

Bit budc

Alphanumeric

1,100

VNPAY001

vnp_token

Ma token can x0a

Bit budc

Alphanumeric

64 1001552464969RLrBoOOFOOO000061Jyr830X
34tLKKJACBVOaPii6WUXMDCzzv0n

vnp_txn_desc

Noi dung cua yéu cau xda token ( Request Description)

Tuy chon

Alphanumeric

1,255

Xoa token

vnp_create_date

Thot gian ghi nhan giao dich tai website cia merchant tinh theo GMT+7, dinh dang:

yyyyMMddHHmMmss
Bit budc Numeric 14 20190702080900
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vnp_ip_addr

Dia chi IP cia may chu thuc hién goi API.

Bit budc

Alphanumeric 7,45

123.123.123.123

vnp_secure_hash

M3 kiém tra (checksum) dé dam bao dit liéu cua giao dich khong bi thay ddi trong qua
trinh chuyén tir VNPAY vé merchant. Viéc tao ra ma nay phu thudc vao cAu hinh cta

merchant va phién ban api str dung. Phién béan hién tai hd tro HMACSHAS512.

Bit budc

Alphanumeric 32,256 2a4122da10009f0977ed1a8fa92ec33e

2.6.2.2. Thong tin nhdn vé tir VNPAY

vnp_response_code

Ma phan hoi két qua xir 1y cuia APL. Quy dinh ma tra 101 00 ing voi yéu cau querydr

duogc thuc hién thanh cong. Tham khdo thém tai bang ma 16i.

Bit budc

Numeric 2

00

vNp_message

Mo ta ngan gon thong tin ma 13i tra vé tir VNPAY

Bit budc

Alphanumeric

Success

2.7. Bang ma I6i

vnp_response_code tra vé 1a 00 duoc quy udce 1a thanh cong cho tat ca cac yéu cau xir

Iy API

2.7.1. API caa VNPAY

STT | Malbi

Mo ta

Tao Token (vnp_command = token_create)

1 01 Giao dich da ton tai
2 02 Merchant khong hop 1€ (ki€m tra lai vnp_tmn_code)
3 03 Dir liéu giri sang khong dung dinh dang
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4 04 Khéi tao GD khong thanh cong do Website dang bi tam khoa
: 08 Giao dich khong thanh cong do: Hé thong Ngan hang dang bao tri. Xin quy khach tam
thoi khong thyc hién giao dich bang thé/tai khoan cia Ngan hang nay.
6 24 Giao dich bi huy
7 79 Khéc hang thyc hién xac thyce sai qué so 1an cho phép
8 97 Sai chit ky
9 99 L4 ih¢ thong
Thanh toan bang Token (vnp_command = token_pay)
10 01 Giao dich da ton tai
11 02 Merchant khong hop 1€ (kiém tra lai vnp_tmn_code)
12 03 Dir liéu gtri sang khong ding dinh dang
13 04 Khdi tao GD khong thanh cong do Website dang bi tam khoa
14 08 Giao dich khong thanh cong do: He thong Ngan hang dang bao tri. Xin quy khach tam
thoi khong thuc hién giao dich bang thé/tai khoan ciia Ngan hang nay.
15 24 Giao dich bi huy
16 79 Khéac hang thyc hién xac thyce sai qua so 1an cho phép
17 97 Sai chit ky
18 99 L4i h¢ thong
Thanh toan bang Token (vnp_command = pay_and_create)
19 01 Giao dich da ton tai
20 02 Merchant khong hop 1€ (ki€m tra lai vnp_tmn_code)
21 03 Dir lidu guri sang khong dung dinh dang
22 04 Khéi tao GD khong thanh cong do Website dang bi tam khoa
’3 08 Giao dich khong thanh cong do: T—Ié thong Ngan hang dang bao tri. Xin quy khach tam
thoi khong thuc hién giao dich bang thé/tai khoan cua Ngan hang nay.
24 24 Giao dich bi huy
25 79 Khéc hang thuc hién xac thuc sai qua so lan cho phép
26 97 Sai chit ky
27 99 Lbi hé thong
Xo6a Token (vnp_command = token_remove)
28 03 Dir liéu gtri sang khong ding dinh dang
29 04 Khdi tao GD khong thanh cong do Website dang bi tam khoa
30 08 Giao dich khong thanh cdng do: Fé thong Ngan hang dang bao tri. Xin quy khach tam
thoi khong thuc hién giao dich bang thé/tai khoan ciia Ngan hang nay.
31 97 Sai chir ky
32 99 Lbi hé théng
IPN cap nhat giao dich
33 91 Khong tim thay giao dich yéu cau
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34 02 Merchant khong hop 1€ (kiém tra lai vinp_tmn_code)
35 03 Dir liéu gtri sang khong ding dinh dang
36 08 H¢ thong dang bao tri
37 97 Chir ky khong hop 1€
38 99 Cac 16i khac (161 con lai, khong cé trong danh sach ma 16i da liét ké)
2.7.2. Bang ma tinh trang giao dich (vnp_transaction_status)
STT | Tinh trang Mo ta
1 00 Giao dich thanh cong
2 01 Giao dich chua hoan tat
3 02 Giao dich bj 16i
4 04 Giao dich ddo (Khach hang da bi trir tién tai Ngan hang nhung GD chua thanh
cong & VNPAY)
5 05 VNPAY dang xur 1y giao dich nay (GD hoan tién)
6 06 VNPAY da giri yéu cau hoan tien sang Ngan hang (GD hoan tién)
7 07 Giao dich bi nghi ngo gian 1an
8 09 GD Hoan tra bi tr chdi
2.7.3. Thuw vién két noi
Chuy:

Gi4 tri ctia vnp_secure_hash duoc tao thanh bang cach sap xép céc gia tri truyén sang

VNPAY theo thir tr alphabet (bang chit cai) va ghép véi chudi vnp_hash_secret va bam

v6i giai thuat MD5. Vi du v6i mot s ngon ngir
C#.NET

var vnp_Params = new Dictionary<string, string>();
vnp_Params.Add("vnp_version", "2.1.0");
vnp_Params.Add("vnp_command"”, "token_pay");
vnp_Params.Add("vnp_tmn_code", vnp_tmn_code);
vnp_Params.Add("vnp_token", vnp_token);

string

locale = form.Get("language");//en= English, vn=Tiéng Viét

vnp_Params.Add("vnp_locale", locale);

vnp_Params.Add("vnp_curr_code", "VND");

vnp_Params.Add("vnp_txn_ref", order.OrderId.ToString());
vnp_Params.Add("vnp_txn_desc", order.OrderDescription);
vnp_Params.Add("vnp_app_user_id", form.Get("app_user_id"));
vnp_Params.Add("vnp_amount"”, (order.Amount*100).ToString());
vnp_Params.Add("vnp_return_url", vnp_Returnurl);
vnp_Params.Add("vnp_ip_addr", GetIpAddress());
vnp_Params.Add("vnp_create_date",DateTime.Now.ToString("yyyyMMddHHmmss"))
vnp_Params = vnp_Params.OrderBy(o => o.Key).ToDictionary(k => k.Key, v => v.Value);

Cong ty cb ph

an Giai phap thanh toan Viét nam

33/34



Tai lidu dic ta k§ thuat két néi Merchant TMDT — Hé théng Token VNPAY v2.1.0

String signData = string.Join("&",
vnp_Params.Where(x => !string.IsNullOrEmpty(x.Value))
.Select(k => k.Key + "=" + k.Value));
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